
Amone the various enforcement mechaniSlD!, 47 U.S.C. I 401(b) proYidcs for

enforcement of PCC Orders by those harmed. 47 U.S.C. I 401(b) provides u follows:

If any pmoa fails or nea1ec:ts to obey lilly order of
the [pedal Communications] Commiuioa other
~ far the paymeot of money, while tbe lame is
in effect, the Commiaioa or any pan)' injured
tbnby, or the United Sta1leS, by ita At10mey
Oenml, may apply to the appropJiare disUict coon
of the Unitecl StaleS fat the =f'mcemmt of IUCb
order. It after heariD" tbat court deterIrWJeI that
the order wu replar1y mIde .s duly serwcl, ancl
that pe.rsoIl is in dlIobedieDce of the same, the court
sball enforce obedience to such mder by a writ of
injuncd.on or other proper proceu, mandatory or
otherwiJe, to resuaiD such penon or the ofl1cen,
apatI or mpresentaUVII of sa penon, fmm
f'urtber disobedience of such order, or to cnjoill

. upon it or them obedience to the same.

In Solllh CDrtn:U Bell TIltp1ItJM Compa1ry Y. I..ouUItI1I4 Public StrVice

CommIssion, 744 F.2c11107 (,th Cit. 1984) vacmd on other It'OUQds 106 S. Ct. 2884, the Fifth

Circvit, intezpretiq f 401(b), stated:

Under t 401(b)t aparty wkinl eafcm:emmt
of 1ft FCC dccluatim may obtain 1ft injunction
upcxl ftIldlq thal (1) tbe decJmtioll is an FCC
•order- within the meuinl of tbe Act, (2) tile order
wu repJarl.y made and duly smved upGIl the
defeadant, (3) the defendaDt is ill disobedience of
the order, aDd (4) tbe party _kiDl tile i!ljuDCdoa
hu been injumcl by the defendant's disobedieDce.

Ill. at 1114-11U. See tJlso, A1lMl TDUlUSee, I11t:. Y. Tmwssa Public Se7'Vice Comm'n., 913

F.U 3~, 308 (6th Cir. 1990); HawaiiDn Ttl. CO. Y. Public Utllr. Comm'll., 821 F.2d 1264,
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1270-72 (9th Cit. 1987). an. dstitd, 487 U.S. 1218 (19S8)~ OwllpllJicl &I PotomtIc Tel. Co.

v. Pubic Serv. CDmna'n.. 748 P.2cl 879, SSG-II (4th Cit. 1984), WICIlUd and 1'I1fI/I1I/kd for

procttdingJ consUttlll willa Lordsituuz Pub. ~TV. Comm'n. v. FCC, 476 U.S. 445 (1986); South

CtMYJl &11 T~l. Co. v. Lordsituuz Pub. SrI. CDmm'JI.,744 F.2d 1107, 1115 (5th Or. 1984).

vac(1114 tWl~ for COIUIlt.rotion ilIli,hI ofC7Ju~ & Potom4C, 476 U.S. 1166

(1986): 1lllMIs&0 T". Co. v.lllinois~rct Conun'Ji., 740 F.2d 566, 571 (7th Cir. 1984);

Souzhwatlnl &U Ttl. Co. v. A1trwar Pub. SDV. Comm'n., 731 F.2d 901 (Sth Cir. 1984),

vacfJltd and n1llQ1lUd for coPLSideration in li,ht ofaw~ cI:~. 476 b;8. 1167

(1986). .

AD PCC dl!Claration is an -arde:r,. if the -aceacy aca in accardaDce with Us

legisJalively deleptiq rule· makinI authority- and 1nreIlds it to be bindina on all applicable

persons. IlL at IllS. Via 46 U.S.C. 11151 and 301, Conpess P'" the FCC the autbority to

promulpte the rules. Once they am published in the Fedml~ and become part of the

CPR, they are Ordea. OIl their face, the ESN Orden lie ·orcIen· pmhibitiDl individuals, Inter

mill. from usmc cellular phoDel with altered ESNs or from aUerina ESNs in cellular phones.

These orden have been cMified. in the C.F.R.

In order to show that an order wu duly served, !be F'Jftb CimJit bu stated:

nus, the requiremmt of -due service- iJ
mec if the defeadant in I '401(b) pmceerliDI
mea_ DOtice lepJly IUfftcilDt to mab tba azde:r
eafOR:llbJe. UDder the APA.[~
Procedures Act]. a rule is eafocceIb]e oace it is
pablDhed in a Federal I.... 5 U.S.Co I
522(&)(1). The Supreme Court hu held tbal

·12·
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appear'IDCe of a rule in tb2t pUblkatim ccmstitutel
legal. notice to the leDer.al public.

Id. at 1119. (citll omitted). Tho FCC adopted me ESN Orden pumwlt to lawful notice and

rule makinl procedures UDder the APA, and the refe:enced BSN Orders were published in the

Federal ReeistK. Ie is clear that the third requirement of I 401(b) is met beeaule Defendants

admit that they emulate or clone cellular phones. F"mally. the fourth requiremeat, conceminl

injury to Plaintiffs, has ~fiDet.

Defendants have raised a DUmber of arpments, none of which have merit...
Defendants assert that a c10Ded or emulated cellular pbone is really • public service created by

Defendants. Defendants argua that the secoad phou is aotbinl but aD exteDaion phone, similar

to an extension phone in a borne or • second cable outlet in a hOme. However, this arpment

does not get amund the fact that the cloned phoDe violates federal repJations or the fact that the

cloned phone cawes problenu for the aellnlar network. 'I'be PCC bas already disapeed with

this aqument. 76 RR 2d at pp. 14-16, pars. 54-63 (Second ESN Order). A network can

distinauisb between cellular phones with tbe same telephone number but ~erent ESNs. The

FCC noted that:

[T]be ESN rule will not prcwnt a consumer from
hmaI two cellullr pboDea with the laDle .....

DWIlber. Olapi the ESN emitted by. celIul.
telephone to be tbe same as tJIIt emiUld by IJIOdIer
ceIlul., teJepboae does DOC create U1 "email"""
cellular teJepbooe. !adler, it merely maDs it
impoMible far the cellular system to d1stInpish
betwem this two te1epbc:IIIs. (76 U 2d 1 at p. 15.
par. 59 (SecoDd ESN Order).

• 13·

3IOJ SNIX8ad~' OO~t tiS 90~ IYJ 95:tt l]R1 L6/0t~to



Defendants argue that the ESN Orden are either not orden or are Dot enforceable

punuant to 1401(b). Orden of the rCC a.re enforceable under I 401(b). SDUlh CDrmJl Ben

TekphoM Co. \I. LouistaNI Public s.rvic:t Comm., 744 F.2d 1107, 111S (5th Cir. 1984),

vacaIeCl and relDlllded for COD5idelation in liIJU of aws.,_ cI: PDtomtIC, 476 U.s. 1166

(1986). Tbc arpmezlt that tbe FCC was only Ietdq policies and did not issue orden is equally

incorrect. The first and Second ESN Orders lie tbemsrJves orders aDd also resulted in the

adoption of 47 C.F.R. 1 22.91S (DOW f 22.933) and 47 C.P.R. 122.919. The orders and the

f-'--

C.F.R. specifically require that each cellular phoae have ill 0WI2 UDique ESN.
... '

In the Seccxlcl ESN Order, at ., 54-63, the FCC pIOYided I Jecis1ative history of

.-.. its detl:nDiDation that 47 C.F.R. II 22.933 and 22.919(1) should be adopted or readopted.

While the discussion is not an order, the remainder is aD order sprdfica1ly adopted in the

C.F.R.

Defendants om araue tbat the FCC Orden wae' DOt repJarly made. The

C.F.R.s, promu1pted in 1981 IDCl 1994 and which prohibit ESN emulation activities, w=e

replarly made and duly served in accordaDce widl the requizemeDts of the Administrative

Procedurea Act. The 1994 rule revisim.I wae adoptecl eflectM JIIIIUU)' 1, 1995, and all related

rulemaking doc&ts were 1IlmIinated (FCC Report aDd Order ~201, p. 49, Orderinl ClaURS

110-113). 47 U.S.C. 1408 provides that the FCC's rulem, 1cjna Order u ill full fotce and

effect.

-
DefeadanII arpe that they are BOt C2+T~ aDd tbezefore do not violate

the C.F.R.s. DefmdaDIS may use odler typeI of software mel blrdware to procha the same

nOI!l 3IO~ SNIDSd
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result as 0+ Tec:hnoloay, but they still violate the orden and thee.f.R.s because they emulate

ace1lularphone's ESN. The discnssion in the Second ESN Order, puqraph 62, cemcems 0+

TechnolO1Y, because that was the company which 1iled acomment on the iSoluc with the FCC.

The order and the C.P.R.! do not limit themselves to 0+ TechDololY.

Defendants a1Jo assert that they are not serW:iqany ce.Uular equipment for which

type accepWlCe (approval) occumd after January 1, 1995, and lherefore their adivities cannot

be enjoined under 47 C.F.R.. § 22.919(b) and (c). SubleCtioa Ca> probibits ESN emulation

regardless of the date of type acceptance for cellular equipmmt. 47 C.F.R.. I 22.919(a) wu

restatinl the emulation prohibition the FCC had estIblisbed in 1981 in 47 C.F.R. I 22.91S (DOW

..-', I 22.933). Subsections (b) and (c) CI1IblUbed new lIlIibaud manufacturiD. specifications to

make it even~ difficult for entities, such as Defendanta, to tamper with BSNa.

Defendants arzue that the FCC is recoasideriDI ilS rutin,s. BecauIe a bureau of

the fCC's staff may have held a meetiq to diacuss some issues re1a1al to cloniDl c10es not mean

that the current orders and C.F.R.s are no lonpl'valid. 47 CPR '1.427 provides duU the rule!

of the Commission are effective within 30 days of publicatioD in the Federal Register. 47 CFR.

1l.429(k) provides that a filinI of a petition for reconstderadoa does not stay or posqxme the

enforcement of rules or excuse I penon from faillnl to comply with thole rules. A filina of a

petition for recaDsidezation does stay • rule if there is • specific order of the FCC to that effect.

In this case, the FCC has issued DO orden stayina the effect of its rules. There has been no

evidence of • new rulemlJdnl docket establisbed by die FCC to beIin a revision of its rules.

/- Since 1981, the FCC's positiOD has been clear. The mere posslbWty tbat, at some future date,
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a rule chanle will ~ur does not indicate what the rule change will be and docs not chanae the

fact that Defendanu are violatiq 47 C.r.R. 1122.933 and 22.919(a).

FiDally, DefeDdaats raise the issue of primary jurlldictton. As the court in A.lk~l

TDIlWWU, Inc. v. T,1IIII.UU Public S4rvic, CoMm., 913 F.2d 305 (6th Cir. 1990) stated:

The principal reuou for the doc:triDa of primary
juriJdictioo are to ob1Iin the bea&fit of the expettiJe
IDd experieDce of the admiD1strad'Ye qencies and
the desinb1e UDiformity wh1ch occurs wbeD &

specia1iwd aFDCY decides cetIin administrative
questions. 913 P.2d at 309.

In this matter, the FCC bas staaed on DO less dwl five occ·signs. in 1981, 1991, 1992. 1993,

~, and 1994, that the iCtMties of Defendants are iD violation of .7 C.F.R. 1122.933 and

22.919(&).

Tbe Court notes that the PCC will DOt allow ce11Jl lar phoaes to opeqto CD. radio

frequencies unless there is type acceptance of the equipment aDd die Cellular phooe is licensed

by the FCC. The !iceD. by the FCC of each cellular phone is provided via the FeCs blanket

license to each cellular carrier. DefeDdanti do nat have a licea_, and the phones they clone are

therefore uDliccnled by the FCC aad should DOt be in sc:mce..

NU

18 u,S.e. I IQ2R

11Us Court bu' the power to enjoiD speciftc violations of a criminal statute

pursuant to PRCP 65. NDllDIIIJl AModIztima 0/'UttB 02J"IUr.r v.~ PofUll SyStBIU

/,.'~"
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ofAlMriCQ, 17Ic., 470 F24 265, 271 (lOth or 1m); In re EIlBeM Dfbs IS8 US 564, IS S. Ct.

900, 39 L Ed 1092 (1895).

18 u.s.e. f 1029 prohibits Defeadantl from pnxIucing, usiq, trafficking in, or

pos...sm. counteneit or U!W1tbori%ed accas deYicea. 18 U.S.C. 11029(a)(1), (2), and (3);

from baViq control, custody of, or poasessioo of device-makjn, equipment designed to make

a counterfeit access device aDd with the inteDt to deftaud. 18 U.S.C. § 1029(1)(4); from

poSSCsDnl telecommunU:atiDDI instruments that haw been modified or altmed to obtain

unauthorized use ofte1ecommunic:alions services. I.,., the use 0( cellular networks. 18 U.S.C.

§ 1029(a)($); and from bivin, budware or sottwue used to alter or modify zlccommunicaticn.s

~..., instruments. 1~ 1!'~'.C~ I l029(a)(6)(B). Defendants have violated tbeae provisions and have

also violated 18 U.S.C. , 1029(1)(') (the sec:oncllUblcciioa S) became Defendants have received

more than $1,000 durine a oac-year period. Def'''''''anu have violated the *Ond 18 U.S.C.

, 1029(a)(6) because they have knowingly and with the intent to dcIraud, solicited penons for

the purposes of offering access devices.

Tbe issue of ·free.ridiD,· was addrwed in U.S. v. BrtJdy, 820 F.Supp. 1346 (OUt. Utah

1993), aif'd. at 13 P.3d 334 (10th Cit. 1993). III elida, the court explained that 1 cloned

cellular pl10ae would be 111 access device punuant to 18 U.S.C. I 1029. While CDUns have had

diffc:rinl opiniou concemin& whetIuIr activities UDder 18 U.S.C. 110291DU1t result in a bill to

a leeitimate account. it is clar that cloDine does but a Jecitimall: ICCOUDL

1be only opinioIl directly adcbessinc the applicability of 18 U.S.C. I 1029 to

cloainl is that rendered by ludge Porester OIl December 13, 1995, in Uniutl SIflm 01NMrlca
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v. Do" Billy Yma, Jr., Criminal Action No. '15-72, United States DUuict Court for the Eastern

Dlsttlct of Kentucky, LemI1OD. M noted by ludp Forester on the 1ut two paps of his

opinion, Congress specifically amended I 1029(1) to ctiminalize clanin.. Congress stated that:

nus section amends the counterfeit access device
law to crimin,lbe tbe Ule of cellular phones that
are altered, or "cloud,· to allow frio ridiDI OD the
cellular phoae systmn. SpeciAcaJly, thiI IeCdon
prohibits the use of an a1t8rId teIecommunicadons
instrumcm, or 1 SClDniDI receiver, bardware or _
softwam, to obtain a:c:eu to telecommunications
services for the puIPOle of defraudiDl Che cmier.
A ICIDJIin& receiva' it detlned u a device UIId tg

inlel'Cept illegally wile, oral or eJec:tronic
communications. The penalty for vioJatiDI tbiI new
secdcm is imprisonment for up to fttt.l )'lID and
a fiDe of the greater of the 550,000 or twice the
value ob1liDed by the offcnJe. House &eport B.1
No. 103-8271.

The facu in Ytlla are remarkably simUat to the facts admitted by Defendants in this

matter. In Yata, the U.S. secret Service had received informatioD. that the defendant was

clonine cellular telephones by 8providinl customers with ID 'extalsion phone' so that they could

have two c:e11ular telephones with the same Dumber, while payiq the activation charle and

maintaIance fee for only one cc1lular tdephOlle." Id. at 6. YtIlG mIde many of the same

UlumentJ m-l here by Defendants, includinl daiminl tbat the carrier wu not harmed by the

CODCluct. 'Iba court correctly rejected thole IllUmeD!!, holdinl that .[b]y clOf,;n! cellular

telephones to eaable users to have aD extensioll pboae, tbe cellular carrien are defrauded of the

activation fee and the monthly .mce fee they charge (or each cellular phone." Id. at 8.

Wec:onclude, u did Judie Forester, thatc1oainlcc1lulatphonea violates 18 USC f 1029.

• 18·
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rr IS HERBY ORDERED that:

1. Defendanb altaina, tnnsferrtng, emulatinl or DUIl\ipulatiDa ESN's is a violation of

the FCC's ESN orden and recuiati.ona, as well u 18 USC 1029, and aids and assists others in

violatinl the FCC's ESN orden and regulattan.s.

2. Marsball, Marshland &Dd their officers, qema, ~, employees, and those

persons or enlities in active participation with them wbo receive actua1. notice of this order, are

hc:n:by permanently enjoined fmm altering, transferrin,. emulariDg or maaipulatine the ESNs'

of cellular telephones. -

3. Defendants are ordered to maiD.m all records, QOmputer diJca, and other information

,/' '" conceminl altered telephones in their currat ate.

4. Defendants sball produce any and aU records computer d1Jcs, IDd other dacumentadm

or informalion rclatinl to the altmiq, tll.DSferDnl, emulatiq or maaipulatiDg of cellular

telephones, the servicinl of c1iIZlts, ancl responIeS to inquiries about altering, ttanSferrin&,

emulating, or manipulating the ESN of ceUu1ar telephones to PlaiDtiffs within ten days of the

date of thi.s order.

,. Defendant.hall promptly provide to PIain1iffI informadOll, DOt contained in writtal

records produced to PlaintUfs, coocerniDI Defendants a1tedn1, tnInsfaril\l, emulating or

~ ESNlt including, but not limited to, the 1delItity of all customm who have had

cenular telephones altend, trIIlSferred, emulated or manipuIDd and monica received for said

services.

,~- 6. Plaintiffs shall mcover their COltS from DefeDdaDta.
I
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7. FiDa11udament is entered accord.iJlaly.

SO ORDERED, tbis day of__----__, 199_,

ANTHONY It.. ALAIMO
JtlDGE, UNITED STATES DISTlICf
COUl.T PO.. THE SOUTHERN
DISTRICT OP GEORGIA

~

" .
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CQR'DEICATE Of SERVICE

I, WILB'UR D. OWENS, m, do hereby ccrtity that I have tbis day served a true and

comet copy of tho above aDd foregcinl Order by hand dellvel)' on December 28, 1995, to:

Iicbud PbiWps, B1q.
P.O. Box 69
Ludowici, Oecqi& 31316-0069

This 27th day of December, 1995.

BatmAN, WJI.LIA!,{S .. LEVY I.LP

Post otftce Box 2139
SI.VIMIh. GeorIi& 31491-1001
(912) 236-%491

nolZl OOU us 90r IV.:! 8Q:n mu L6/0~ .. tO
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Fi!.ED !
u.s. rllSl, (:'~~lf.t

BRU:'~\I'.Gt< uiV
I

JAM 2 3 31 r~ '95

CIVIL ACTIOt;LERK
so

IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA

BRUNSWICK DIVISION

PALMER WIRELESS, INC.,
d/b/a CELLULAR ONE, and
GEORGiA R.S.A. #12
PARTNERSHIP, d/b/a AUtel
Mobile,

Plalntiffs,

VI.

FRANCES E. (·BUNNY")
MARSHALL, and MARSHLAND
COMMUNICATIONS, INC.,

Defendanta.

AMENpMENT TO FINDINGS Of FACT AND CONCLUSIONS OF LAW
.eNTERED ON DECEMBER 21. ]99&

The findings of fact and conclusions 'of law, entered on December 29, 1995/

are amended by the following:

Conclusion of Law Number Twelve, reciting that Defendants violated 18

U.S.C. I 1029 is withdrawn. That atatute requires a specific intent to defraud. To

the contrary, Oefendants' actions were open and notorious and evidenced no

Intentional fraudulent conduct. The Court conclude. that Defendant! did not

knowingly violate 18 U.S.C. § '029.
, III

SO ORDERED, this ~ - day of January, 1996.

JUDGE, UNITED 5 ATES DISTRICT COURT
SOUTHERN OlSTRICT OF GEORGIA

A072A
(A"'.8J82)
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